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A View of Operating System Services



Operating System Services (User/Programmer-

Visible)

Å User interface

Å most operating systems have a user interface (UI).

Å e.g., command-Line (CLI), graphics user interface (GUI), or batch

Å Program execution: from program to process

Å load and execute an program in the memory

Å end execution, either normally or abnormally

Å I/O operations

Å a running program may require I/O such as file or I/O device

Å File-system manipulation

Å read, write, create and delete files and directories

Å search or list files and directories

Å permission management



Operating System Services (User-Visible)

Å Communications

Å processes exchange information, on the same 

system or over a network

Å via shared memory or through message passing

Å Error detection

Å OS needs to be constantly aware of possible 

errors

Å errors in CPU, memory, I/O devices, programs

Å it should take appropriate actions to ensure 

correctness and consistency



Operating System Services (System View)

Å Resource allocation

Å allocate resources for multiple users or multiple jobs running concurrently

Å many types of resources: CPU, memory, file, I/O devices

Å Accounting/Logging

Å to keep track of which users use how much and what kinds of resources

Å Protection and security

Å protection provides a mechanism to control access to system resources

Å access control: control access to resources

Å isolation: processes should not interfere with each other

Å security authenticates users and prevent invalid access to I/O devices

Å a chain is only as strong as its weakest link

Å protection is the mechanism, security towards the policy



User Operating System Interface - CLI

Å CLI (or command interpreter) allows direct command entry

Å a loop between fetching a command from user and executing it

Å Commands are either built-in or just names of programs

Å itself contains the code to execute the command

Å implements most commands through system programs

Å if the latter, adding new features doesn®t require shell modification



User Operating System Interface - GUI

Å User-friendly desktop metaphor interface

Å users use mouse, keyboard, and monitor to interactive with the system

Å icons represent files, programs, actions, etc

Å mouse buttons over objects in the interface cause various actions

Å open file or directory (aka. folder), execute program, list attributes

Å invented at Xerox PARC

Å Many systems include both CLI and GUI interfaces

Å Microsoft Windows is GUI with CLI ¯command° shell

Å Apple Mac OS X as ¯Aqua° GUI

Å Solaris is CLI with optional GUI interfaces (Java Desktop, KDE)

Å Linux: GNOME/KLDE GUI, and shell



Bourne Shell Command Interpreter



The Mac OS X GUI



Touchscreen Interfaces

Å Touchscreen devices require new 

interfaces

Å Mouse not possible or not 

desired

Å Actions and selection based on 

gestures

Å Virtual keyboard for text entry

Å Security issues: clickjacking

Figures: https://www.brainpulse.com/articles/accessibility-clickjacking-android-device.php https://www.pcworld.com/article/2364268/parallels-access-2-0-review-remote-desktop-control-from-your-android-phone-or-tablet.html

https://en.wikipedia.org/wiki/Clickjacking
https://www.pcworld.com/article/2364268/parallels-access-2-0-review-remote-desktop-control-from-your-android-phone-or-tablet.html

