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A View of Operating System Services
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Visible)

A User interface
A most operating systems have a user interface (Ul).
A e.g., command-Line (CLI), graphics user interface (GUI), or batch

A Program execution: from program to process

13 root
14 root

A load and execute an program in the memory E -
A end execution, either normally or abnormally ;‘iég:
-
A 1/O operations E
-
A arunning program may require 1/O such as file or I/O device %
A File-system manipulation kag 1S
A read, write, create and delete files and directories ”": ”

A search or list files and directories

A permission management
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examples.desktop
0s2018fall

0:00.00 cpuhp/1
0:00.13 watchdog/1
0:00.01 migration/1
0:00.11 ksoftirqd/1
0:00.00 kworker/1:+
0:00.00 kdevtmpfs
0:00.00 netns



Operating System Services (UseiVisible)

A Communications

A processes exchange information, on the same
system or over a network

A via shared memory or through message passing
A Error detection

A OS needs to be constantly aware of possible
errors

If this is the first time you've seen this stop error screen,
restart your computer. If this screen appears again, follow
these steps:

Check to be sure you have adequate disk space. If a driver is

A errors in CPU, memory, I/O devices, programs Brgiebsitster T b K n

adapters.

Check with your hardware vendor for any BIOS updates. Disable
BI0S memory options such as caching or shadowing. If you need
to use safe Mode to remove or disable components, restart your

A It ShOUld take approprlate aCtlonS to ensure ;g?ggtte;;fgr:g‘s’efs to select Advanced Startup options, and then

Technical information:

CO rre Ct n eSS an d CO n S i Ste n Cy “% STOP: Ox0000008E (0xC0000005,0xB6D64846, 0xB6ICI040, 0x00000000)




Operating System Services (System View)

A Resource allocation
A allocate resources for multiple users or multiple jobs running concurrently
A many types of resources: CPU, memory, file, I/O devices

A Accounting/Logging

A to keep track of which users use how much and what kinds of reSources to - e1:25:31 uw 14:16, 3 users, 10ad average: 0.00, 0.00, 0.00

Tasks: 98 total, 1 running, 97 sleeping, O stopped, 0 zombie
%Cpu(s): ©.2 us, 0.0 sy, 0.0 ni, 99.8 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
KiB Mem : 1003772 total, 217452 free, 69248 used, 717072 buff/cache

A PrOteCti on an d secu rlty KiB Swap: 1046524 total, 1046012 free, 512 used. 749832 avail Mem
PID USER PR NI VIRT (=] SHR S %CPU %MEM TIME+ COMMAND
26713 root 20 0 0 0 0S 0.3 0.0 0:00.01 kworker/u6+
H . . 1 root 20 O 119600 5076 3336 S 0.0 0.5 0:03.39 systemd
A protection provides a mechanism to control access to System resSOurCe€S  zrmt 2 o © o o5 00 00 0:0.01 kthreadd
4 root 0 -20 0 0 0S 0.0 0.0 0:00.00 kworker/0:+
6 root 0 -20 0 0 0SS 0.0 0.0 0:00.00 mm_percpu_+
) 7 root 20 0 0 0 0S 0.0 0.0 0:00.04 ksoftirqd/0
A access control: control access to resources Broot 20 0 © 0 0S5 00 0.0 0:01.02 rcu_sched
9 root 20 0 0 0 0S 0.0 0.0 0:00.00 rcu_bh
10 root rt 0 0 0 0S 0.0 0.0 0:00.01 migration/0
i ) ) i 11 root rt 0 0 0 0S 0.0 0.0 0:00.13 watchdog/0
A isolation: processes should not interfere with each other rct  ® 8 @ 8 85 00 60 0:00.00 cuup/o
root 20 0O 0 0 0S 0.0 0.0 0:00.00 cpuhp/1
14 root rt O 0 0 0S 0.0 0.0 0:00.13 watchdog/1
15 root rt 0 0 0 0S 0.0 0.0 0:00.01 migration/1
H 1 1 1 H 16 root 20 O 0 0 0S 0.0 0.0 0:00.11 ksoftirqd/1
A security authenticates users and prevent invalid access to 1/O devices e e
19 root 20 0 0 0 0S 0.0 0.0 0:00.00 kdevtmpfs
20 ront A =20 o] 0] A < ana an A-00 AN netne

A a chain is only as strong as its weakest link

A protection is themechanism, security towards thepolicy



User Operating System Interface CLI

A CLI (or command interpreter) allows direct command entry
A aloop between fetching a command from user and executing it
A Commands are eitherbuilt-in or just names of programs
A 1tself contains the code to execute the command
A Implements most commands through system programs

Al f the | atter, adding new feat



User Operating System Interface GUI

A User-friendly desktop metaphor interface
A users use mouse, keyboard, and monitor to interactive with the system
A icons represent files, programs, actions, etc
A mouse buttons over objects in the interface cause various actions
A open file or directory (aka. folder), execute program, list attributes
A invented at Xerox PARC
A Many systems include both CLI and GUI interfaces
A Microsoft Windows is GUI with CLI command?®
A Appl e Mac OS X as Aqua° GUI
A Solaris is CLI with optional GUI interfaces (Java Desktop, KDE)

A Linux;: GNOME/KLDE GUI, and shell



Bourne Shell Command Interpreter

& Terminal == 3

File Edit View Terminal Tabs Help
fdO 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0 0O i‘
sd0 0.0 0.2 0.0 0.2 0.0 4.9 0.4 0 0O
sdl 0.0 0.0 0.0 0:0 0.0 Q.0 0.0 0 O

extended device statistics

device r/s w/s kr/s kw/s wait actv svc_t %w %b
fdo 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0 O
sd0 0.6 0.0 38.4 0.0 0.0 0.0 8.2 0 10
sdl 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0 O
(root@pbg-nved-vm) - (11/pts)-(00:53 15-Jun-2007)-(global)
-(/var/tmp/systen-contents/scripts)# swap -sh
total: 1.1C allocated + 190M reserved = 1.3C used, 1.6C available
(root@pbg-nv64-vm)-(12/pts)-(00:53 15-Jun-2007)-(global)
~(/var/tmp/systen-contents/scripts)# uptime

12:53am up 9 min(s), 3 users, Tload average: 33.29, 67.68, 36.81
(root@pbg-nv64-vm)-(13/pts)-(00:53 15-Jun-2007)-(global)
-(/var/tmp/systen-contents/scripts)# w

4:07pm  up 17 day(s), 15:24, 3 users, Tload average: 0.09, 0.11, 8.66
User tty login@ idle JCPU  PCPU what
root console 15Jun0718days 1 Jusr/bin/ssh-agent -- /fusr/bi
n/d
‘root pts/3 15Jun07 18 4 w -
root pts/4 15Jun0718days W
(root@pbg-nv64-vm) - (14/pts)-(16:07 02-Jul-2007)-(global) )
-(/var/tmp/systen-contents/scripts)# :}




The Mac OS X GUI
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Touchscreen Interfaces

A Touchscreen devices require new
Interfaces

A Mouse not possible or not
desired

A Actions and selection based on
gestures

A Virtual keyboard for text entry

A Security issues:clickjacking

Figures: https://www.brainpulse.com/articles/accessibilitglickjacking-android-device.php https://www.pcworld.com/article/2364268/parallelsaccess-2-0-review-remote-desktop-control-from-your-android-phone-or-tablet.html



https://en.wikipedia.org/wiki/Clickjacking
https://www.pcworld.com/article/2364268/parallels-access-2-0-review-remote-desktop-control-from-your-android-phone-or-tablet.html

